GPFS Installation Notes

1. Install Windows
2. Join domain with the domain administrator account
X Step 1: go to System

[

X Step 2: Click on Network ID

— (o]

Computer Name | Hardware | Advanced | System Protection | Remots |

-
System Properties

Eh’h' Windows uses the following information to identify your computer
= onthe network

Computer description:
For example: "Kitchen Computer” or "Marny's
Computer”.

Full computer name: User-PC

Warkgroup: WORKGROUP

To use a wizard to join @ domain or workgroup, click Network ID
Network 1D. =
To rename this computer or change its domain or
workgroup, click Change. Ruagde

R/

Step 3: Select “This computer is part of business network,....”, click next
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Select the option that describes your network

@ This computer is part of a business network; [ use it to connect to other computers ati
waork

() This is a home computer; it's not part of a business network

@ %Joir\_aDn 1

N [Ee)
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Is your company network on a domain?

My company uses a network with a domain

(71 My company uses a network without a domain
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X Step 5: Enter the User name in the form z123456_sa@ad.unsw.edu.au .. Domain name
will then become inactive and should be empty. (enter your password too of course..),
click next

f §§ B

@ Q_, loin a Domain ngc_»_rkgrUuL
Type your user name, password, and domain name for your domain account
User name: 29090710_sa@ad.unsw.edu.au
EESWUrd: ........l
Domain name: USER-PC
X Step 6: Computer name: whatever you want to call it, and Computer Domain is

ADNS.UNSW.EDU.AU, click Next

E==

@ Q, Joln_a Domain ngc_»_Ll:gruug

Type the computer name and computer domain name

Windows cannet find an account for your computer in the domain. (Your computer
domain can be different from your user account demain.)

Computer name: DONG

Computer domain: ADNS.UNSW.EDU.AUl

<& Step 7: enter username in the form z123456_sa and Domain ADUNSW, click OK
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~
Domain User Name and Password @

Type the name and password of an account with permission to join the

domain.

User name: 29090710 _sa

Password: sasnsene
f Domain: ADUNSW

QK ] ’ Cancel

R/

«» Step 8: Add the AD root account put in ‘root’ for username and “ADUNSW” for domain.
the only thing is now when you restart the computer it will try to log you on to the
domain (which is where i got a bit confused) and you’ll need to put LIFTOUT-PC\liftout
as the username in order to log back in to the local admin account.

—

& @uonspomsnartiotgroe p—

Do you want to enable a domain user account on this computer?

The domain user will have access to all files, folders, and programs on this computer and all shared
files, folders, and programs on the network.

@ Add the following domain user account:

User name: root

User domain: ADUNSW|

() Do not add a domain user account

@ @ Join a Domain or Wprkgroug ‘

Choose an account type

What level of access do you want to grant ADUNSWAroot?

() Standard account
Standard account users can use most software and change system settings that do not affect
other users.

@ Administrator
Administrators have complete access to the computer and can make any desired changes,

Based on notification settings, administrators might be asked to provide their password or
confirmation before making changes that affect other users.

() Other: Backup Operators
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3. While logged in as the local mahcine admin, run GPFS auto-run installer

[ |l=- el
N
\ )=| .« DDN » DDN-3202 » GS3.20.2-Installer » - |+ Search G53.2.0.2-Installer yel I
i) e]
Organize * Include in library Share with + Mew folder =~ 0 '@'
- Name ’ Date modified Type Size
i Favorites -
Bl Desktop . cygwinbdsetup 1/28/2016 8:58 AM  File folder
& Downloads . IBM_SPECTRUM_SCALE_EXP_ W36 4.1.1.2  1/28/2016 8:58 AM File folder
2| Recent Places . IBM_SPECTRUM_SCALE STNDWx86 411.2 1/28/2016 8:58 AM File folder
WDKtrace_w7_2008 1/28/2016 8:58 AM File folder
4 Libraries WDKtrace_w8_2012 1/28/2016 8:58 AM File folder
[ Documents ] G5_nstall 1/20/2016 12:08 PM  Application 839 KB
J? Music £ GS_install 1/20/2016 1222 PM  Configuration sett... 1KB
[=| Pictures
BE videos
1M Computer
i\j MNetwork
7 items
d i d d i h " d ”
4. Enter domain name and root password to continue. Ensure that you use Test passworas
P 5
B Windows GS 3 Client Installer SRR
[¥] Disable Firewall Please note the client will be rebooted

during the installation.
[¥] Disable UAC

[¥] Show GUI on nesd run

[¥] Save Encrypted password {irto [NI file)

Windows Domain Root password “Valid™
adungw SEENNNNSEENNNNNEREEN
Installation Path where Cygwin and GPFS files will be installed

CNGS3

Installation source {ocal or network share)

C:\GS3 2.2 Dnstaller

Root account home folder

“home'root

@) Install Spectrum Scale Standard Edition
(71 Install Spectrum Scale Express Edition

] [
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5. Click save and run and you should have the following output

B Windows GS 2 Client Installer = i

Cygwin install files Avail

ol
TR
5

GPFS G5kt install file ~Ayailable™

1]

GPFS Client install file = Available™*

ol

GPFS License file “*Available™

adunsw'root password Valid™

Ingtallation source C:NGS53.2.0.2-nstaller, = Available™

Walidation Criteria been met and installation can continue.

Exit | | Continue

6. Installation does two reboot automatically, the process may take up to 5 minutes to complete.
DO NOT LOGIN and interrupt. After second reboot, login as domain\root

7. Upon the completion of installation, you see the following desktop, including:
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8. Fix for incorrect username follows, this might be fixed in future with a domain alternation. Run
the following commands, taking note to substitute the correct root password.
8.1 mkpasswd -c >> /etc/passwd
8.2 sed -l ‘s/ADUNSW+root/root/’ /etc/passwd
8.3 exit out of the Admin Korn Shell and start it up again
8.4 Stop the ssh server with:
8.5 Remove the ssh server with:
8.6 ssh-host-config -y -u root -w “ROOT Password HERE”
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== Info:

Info:

e

ADUNSY +rootRgpfs2—pc:~ 5 mk
HADUNSY +rootPgpf s2—pc =™ sed —i *s/ADUNSH+root-/roots’' retcspassud
HADUNSU +rootBgpfs2—po:™ ssh—host—config -y —u root —w "_"

passwd —c >» setcspassud

Generating missing S5H host keys

Ouerwrite existing Aetcs/ssh_config file? {(yes/nol yes
Creating default setcsssh_config file

Ouerwrite existing retcrsshd_config file? (yes~nod yes
Creating default ~setcssshd_config file

StrictModes is set to ‘yes’' hy default.

This is the recommended setting. but it requires that the POSIH
permissions of the user’s home directory. the user’s .ssh
directory. and the user’s ssh key files are tight so that

only the user has write permissions.

On the other hand,. StrictModes don’t work well with default
Windows permissions of a home directory mounted with the
‘noacl’ option. and they don’'t work at all if the home
directory iz on a FAT or FAT3Z partition.

Should StrictModes be used? (yessno? yes

Privilege separation is set to ’'sandbox’ hy default since
OpenS8H 6.1. This is unsupported by Cygwin and has to be set

to 'yes’ or ‘no’.

However, using privilege separation regquires a non—-privileged account

called *sshd’.

For more info on privilege szeparation read susrsshare-sdocsopenssh/README.privzep.
Should privilege separation be used? {(yes-no) yes

Updating ~setcssshd_config file

Do you want to install sshd as a_service?

{Say "no" if it is already installed as a service) {yes/no) yes
Enter the walue of CYGUIN for the daemon:
On Windows Server 20883, Windows Uista, and above. the
SY¥STEM account cannot setuid to other users —— a capability
szhd requires. You need to have or to create a privileged
account. This script will help you do so.

It’s not possible to use the LocalSystem account for services
that can change the user id without an explicit password
{such as passwordless logins [e.g. public key authenticationl]
via sshd> when having to create the user token from scratch.
For more information on this requirement. see

https: - scyguwin.com/cyguin—ug—netsntzec.htmliintzec—nopasswdl

If you want to enable that functionality, it’s required to create
a new account with special privileges <unless such an account
already exists>. This account is then used to run these special
SEFVEFS .

Mote that creating a new user regquires that the current account
have Administrator privileges itself.

This script plans to use ‘root’.
‘voot® will only be used by registered services.

The sshd service has been installed under the ’root’
account. To start the serwice now,. call “net start sshd® or
‘cygrunsrv —8 sshd’. Otherwise, it will start automatically
after the next rehoot.

Host configuration finished. Have funt

ADUNSH+rootBypfs2—pc:™ &

8.7 Start the ssh server with: cygrunsrv --start sshd
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10.
11.

12.

9|

GPFS Admin Komn She!_l'

Info: SYS8TEM account cannot setuid to other users — a capability
Info: sshd requires. You need to have or to create a privileged
Info: account. This script will help vou do so.

Inf
Info

It's not possible to use the LocalSystem account for services
that can change the user id without an explicit password
{such as passwordless logins [e.g. public key authenticationl
: yia sshd> when having to create the user token from scratch.
For more information on this requirement, see
https:/Ycyguwin.comscyguin—ug—netsntsec.htmliintsec—nopassudl

If you want to enable that functionality, it's required to create
a new account with special privileges (unlesz such an account
already exists?. This account is then used to run these special

I ZEFVEPS.

Mote that creating a new user requires that the current account
have Administrator privileges itself.

: This script plans to use ‘root’.
‘root’ will only be used by registered services.

The sshd service has been installed under the 'root’
account. To start the service now, call “net start sshd’ or
‘cygrunsry —% sshd'. Otherwize, it will start automatically
after the next reboot.

% Info: Host configuration finished. Have fun?

ADUNSW+rootRypfs2-pc:™ § cygrunsru ——start sshd

ADUNSW+rootBgpfs2-pc:™ $ ssh root(@129.94.120.62

The authenticity of host '129.94.128.62 (129.94.120.62>"' can't he established.
RSA key fingerprint is SHAZ56 :Dbwx31inf LUbMBzdM4UWKt +CI3hDawc PUROYEUDGAQu=18.

Are vou sure you want to continue connecting {(yessnol? yes

Warning: Permanently added *129.94.128.62"' (RSA> to the list of known hosts.
root129.94.1208.62° s password:

Last login: Wed Aug 31 15:38:58 2016 from gpfsB2

[rootPls—uml ~1#

L e———

Create a local ssh key with, “ssh-keygen -t rsa”, then press enter to get the defaults
ssh to DDN VM at 129.94.120.62 as root via GPFS Admin Korn Shell “ssh 129.94.120.62"
Edit /etc/hosts and ensure that the ip address of the new client is there

# | GPFS Admin Korn Shell

127.8.8.1 localhost localhost.localdomain localhost4d localhost4.localdomaind
t:1 localhost localhost.localdomain localhostt localhost6.localdomaint

-24.128.62
-24.128.61
-24.128.60
-24.128.59
-94.128.57
-?24.165.35
-94.164.87
-94.120.38
-94.128.39
-94.120.27

“"setcshosts" [dos] 1G6L. 473C

Copy this file back to the client machine

ls—vml
ls—wm2
ls—vm3
ls—vm4
Z7-aaa7e
gzsclient21
gzclient22
gz7kch
gzTkel
master mwacddn

leciaBl
gpf =82




[rootl@ls—vuml ~I#f vi Aetcrhosts

[root@ls—uml ~I# =cp .sshr/authorized keys gpfsBZ2:.ssh

The authenticity of host ‘gpfsB2 (129 _94.165.36>" can't be establizhed.

REA key fingerprint iz df:97:-74:9d:84:80:ch:af:cc:43:cecibd:iBec:dc:94:2e.

Are you sure you want to continue connecting (yes-no)? yes

Harning: Permanently added 'gpfs@2.129.94.165.36" (RSA> to the list of known hosts.

ssword:
188 1783 1.7KBss a0 : 08

hosts i88x: 473 A.5KB = aa: 80

[root@ls—uwml ~I1H _

13. Copy the vm’s authorized_keys file to the client with the command “scp ~/.ssh/authorized_keys
gpfs02:/root/.ssh/”
14. In another shell on the client, add the contents of the hosts file that you just copied to the local

machines hosts file using: cat hosts >> /cygdrive/c/windows/system32/drivers/etc/hosts

B35 | GPFS Admin Kom Shell

1*001:[‘1-‘32—11-:::" $ cat hosts »» Acygdrivescr/windows/ssystem32-/drivers-/etc-hosts
lrootPgpfs2-pc:™ §

15. If the node already exists on the GPFS cluster (node reinstallation), then you can add it back to
the cluster, using the commands as shown bellow
15.1 [root@Ils-vm1 ~]# mmauth genkey propagate -N gpfs02
15.2 [root@Ils-vm1 ~]# mmsdrrestore -N gpfs02
15.3 [root@Is-vm1 ~]# mmstartup -N gpfs02
16. If auto-installation not working properly, go to GS3 folder to run 3 programs from the top one by
one.

@vv‘ <« GS3 » IBM_SPECTRUM_SCALE_STNDWx86_4.1.1.2

Organize + Include in library + Share with + New folder
=

Name Date modified

{ Favorites

B Deskiop 13 gpfs.ext-411.2-Windows 1/20
4 Downloads i gpfs.ext-411-Windows-license 1
5 Recent Places % gpfs.gskit-8.0.50.47 1
|| README 1/20
4 Libraries
| Documnents
& Music
=] Pictures
B Videos
1% Computer
£, Local Disk (C)
= gpfs0l (G)

5 emunit (\1129.94.16¢

€l MNetwork

4 items
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17. Add client node to GPFS with "mmaddnode -N gpfs02" and then accept the license
"mmchlicense client --accept -N gpfs02"

% | GPFS Admin Korn Shell -

rootPgpfs2-poc:™ 5 ssh Is—vml

The authenticity of host ‘ls—wml <{129.94.1208.62)>° can’t be established.

RSA key fingerprint is SHA256 :Dbuwx31inf LULMBzdM4UKt +CIhDawc PHROYSUDGAQu=16.

Are vou sure you want to continue connecting {yes/nol}? yes

Warning: Permanently added *ls—vml® (REA> to the list of known hosts.

rootPlz—uml’s password:

Last login: Wed Aug 31 17:86:85 2016 from gpfsH2

[rootPlzs—uml “1# mmaddnode —N gpfs@2

Wed Aug 31 17:23:24 AEST 2016: mmaddnode: Processing node gpfsB2

mmaddnode: Command successfully completed

mmaddnode: Warning: Hot all nodes have proper GPFS license designations.
Use the mmchlicense command to designate licenses as needed.

mmaddnode : Propagating the cluster configuration data to all

affected nodes. This is an asynchronous process.
[root@ls—uvml ™1# mmchlicense client —accept —N gpf=B2

The following nodes will be designated as possessing GPFS client licenses:
gpf=@2
mmchlicense: GCommand successfully completed
mmchlicense: Propagating the cluster configuration data to all
affected nodes. This is an asynchronous process.
[rootBls—uml 18 _

18. To start up node, type "mmstartup"” and enter on the local node terminal

19. Check gpfs02 status, type "mmgetstate" to confirm if gpfs02 is active, if not, just wait and check
again till gsclient becomes active

2y - 180 1 L] b E L
affected nodes. This is an asynchronous process.
[rootB@ls—uml “I# mmstartup —M gpf=s@2
led Aug 31 17:25:15% AEST 2016: mmstartup: Starting GPFS ...
[rootBls—wml ~1# mmgetstate —N gpfsB2

Node number MNode name GPFS state

active

12
[rootB@ls—uml ~1H#

20. mount gpfs, type "mmmount gpfs01" and enter on the local terminal, it may take 2 minutes to
mount. You may need to click on the Windows driver prompt and tell it to accept the gpfs client
driver
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Device driver software was not successfully installed

IBM_MMFS_Cluster_00001 Device unplugged
IBM GPF5 Volurme Manager Ready to use

What can I do if my device did not install properhy?

~ gpfs01 (G}
="

General options

[4
£
E
£
E

Open folder to view files
} using Windows Explorer

YView more AutoPlay options in Control Panel

21. After reboot, G drive may take a 2 minutes to shown up on My Computer depending on the pc
and network performance
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